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Application of Tent Map to Chaotic Encryption in Massive MIMO Using BP Decoding
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Abstract In wireless communications, chaotic encryptions at the physical layer provide enhanced

security. Recent study has reported that the chaotic encryption works within a massive MIMO (Multiple-

Input Multiple-Output) using Belief-Propagation decoding. However, it is pointed out that the chaos

equation used in the previous method is a logistic map, which can be easily incorporated, but is not

suitable for an encryption due to the biased distribution of pseudorandom numbers. A chaotic map that

can be easily introduced into the previous method is the tent map. The tent map is considered suitable

for cryptography because the distribution of pseudorandom numbers is uniform distribution. In this

study, we propose a method to introduce a tent map to chaotic encryption. We numerically evaluate

decoding accuracy, secrecy capacity and computation time of the proposed method. The results suggest

that the proposed method performs as well as or better than the previous method.
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Fig. 1 Chaotic encryption and BP decoding applied to massive MIMO
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Fig. 2-1 Frequency distribution of the
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Table 1 Simulation condition
mEFE | wMFEE | 3EFBI BEF2
Modulation method Choatic encryption BPSK
Chaotic map tent | Logistic | Henon -
Num. of chaotic map iteration =10 —
Size of encryption key M =10 —
Num. of antennas Ny =N, =12
Channel i.i.d. Rayleigh fading
Receive channel state information Perfect
Decoding method BP decoding
Num. of BP iteration Niter = 20
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g9(2) = 2 (10)  MATLAB® CfF-o7=,
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Table 2 Computation time for decoding

N 2 4 5 8 12 16 24 32 64
Proposed method 1.06 1.15 1.22 1.54 2.07 3.22 5.10 7.46 22.75
Previous method 1.16 1.29 1.38 1.74 2.36 3.62 5.65 8.21 23.81
Method 1(Henon) 222 2.44 2.62 3.38 4.75 7.23 11.05 16.14 47.27
Method 2(BPSK) 1 1.01 1.04 1.20 1.52 2.45 3.95 5.89 19.63
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Fig. 3 BERs in massive MIMO for proposed
method, previous method, method 1 and 2
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